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Abstract: False post-earthquake information intrusion seriously interferes with earthquake relief
and postdisaster reconstruction. To prevent the spread of false post-earthquake information on the
Internet, this study designs a real-time detection system. Web servers are used as carriers to
transmit information on the Internet. Thus, the WinPcap technology is used herein to capture
valid data packets. The transmission control protocol/internet protocol, control message proto-

col, and user datagram protocol are decoded in the protocol analysis module. The decoded data
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are used inputs in the false post-earthquake information detection model based on support vector

machine. The model seeks the optimal hyperplane to divide the post-earthquake information into

false and true. Results indicate the completion of the real-time detection of false post-earthquake

information intrusion. The false alarm rate of this system is less than 3%. Different from related

systems, the proposed system can receive data with high efficiency and is of great importance in

accurately detecting false post-earthquake information.

Keywords: Internet; post-earthquake; false information; intrusion; protocol analysis; real-time

detection
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Fig.1 The overall structure of a real-time detection sys-
tem for post-earthquake false information intrusion

based on Internet
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Table 1  Intrusion performance of false post-earthquake in-
formation detected by the proposed system
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Fig.6 System throughput comparison
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