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Abstract: The traditional machine-learning-based network intrusion detection method can only de-
tect the known intrusion behavior and has the disadvantages of high false alarm rate and poor
timeliness when detecting unknown intrusion behavior. In this study, a new seismic information
network intrusion detection method based on the chaos algorithm is proposed. First, the candi-
date seismic information network feature - chaos variable mapping model is created to enable the
transformation between variables, and the chaos variable iterative evolution algorithm is used to
select seismic information network features. Then, the support vector machine is used to learn
optimal features. Finally, to improve the detection accuracy of seismic information network intru-
sion, the Cauchy bee colony algorithm is adopted to optimize the parameters of the support vector

machine, and the optimization model of network intrusion detection is established. The simula-
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tion experiment results show that the seismic information network intrusion detection method

based on the chaos algorithm can effectively implement intrusion detection with high detection

rate and low false alarm rate, thus having high application advantage.

Keywords: chaos algorithm; seismic information network; feature extraction; intrusion detection
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Fig.1 Chaos algorithm structure
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Fig.3 Flow chart of feature subset generation
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Table 2  Selection results of feature information
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